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PROBLEM TO BE SOLVED: To reduce the 
danger of accidental disclosure of a public 
key/a private key in pairs against an illegal 
recipient by providing a storage means storing 
the keys in pairs and a digital certificate and a 
storage means storing processed information. 
SOLUTION: A hardware agent 23 is made up 
of a single integrated circuit of a form of an 
enclosed die 40 and the die 40 is made up of a 
memory unit 43, and a picture unit 42 
connecting to a bus interface 44 and a 
anumeral generator 45. The bus interface 
allows communication from the hardware 
agent 23 to other device. Then the memory 
unit 43 includes a nonvolatile memory element 
46 storing a public key/a private key in pairs 
and at least one digital certificate Moreover, 
the memory unit 43 includes a random access 
memory(RAM) 47 to store some results from 
the processing unit 42 and a corresponding 
algorithm. 
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tLtzmmmmi:'j^-^j:< t iieMt-§^2iaii^si: , 

^ U xoral^^aii TiTt^ 1 1- S ^' * 
m^:^,- ■■■/ V t . 

-t^-i y^y x.-xt^mtxv^t^h^W&ib'thm 

A^fa-ii-rspf^y^si:, 

iii:fjm^^m^it-t^tiMzmm^fi^imi>zm^^ti 
^-^:< i>BffiaA*i3 J:t^'al^^'fffg^-WFe<J^cia^it-i. 

(^^^i^M^ufzmm^^mb^i^ y^y:i^-x^m 

t ^^■r■^ ^ ^1 i: ^ sfttS; h ^ S X r A , 

^7 A sria-ig-r ^ ^ y t , 



^i7);f.xh • Tu-t-y^bWi^'^ummi^-^-thJ^ 

Xb. 

{.zmm. L . \i^-nmm^^c^y-mmmziiM-t h fz>ty\,z^ 

^WL-thrs-Y^ :x.r ■ x-i^-j^yh^fi/lTfc'O. 

'J J, y h i^<?)iffiaA^]i3 iy^m^j'tffg^rmii-r-i.ra-te 

m. iixum9iiiitimm<r>m^^\:izmm^fii>mmzm 
^^tifz^- ■ ^Tbmm.mmmirmm-t^T^m^'^tm 
^mmb . 

^b. 

HfrfarD-fe'yH?-«s-^§^. B^ria^^-^■'^xr • x->>- 
i y h bmsm.mmmbc^^mc^ys^im^iifzmm^'^ 

mb-th-( y^yJi~xb^^^'C^^h■lbi:W&b~t 

umme'i imTmmmbc^^-'^^m^titzMm^ 

m.mz^dfz)!h\,zmmMihr\-Y^x.r ■ x-i^xy 
h^i^f^-t&yjm^zisi-^X. 

Kna^N-H'^jxr • :ii-=ja^yh*mm>'Xr'2^bnM 

Bfna^^-^''>xr ■ 3i~i^:Lyhi>zt.m-mm^L. 
wpH<r>^~ ■ ^T^^^-rhmm.i^~'^yxt:mit^'t6 

X'r-yy'b . 

Hfrfa^os«E*<7:):?f- • -^TSrMfev^-^■•^xr ■ x- 
>>"x >■ b [^c?)^<mmmmwm^zim-r^x7-'yy°b & 

itmmi] imcomm.tmmii¥i^-t^x^-yy 

b. 

tl-t^X^-yTb. 

H(na^BiiEBfl»^Hrria^>-H'>xT ■ x-i^'x>-b«Bu 
ia^»^'ttiaiisstciaii-r-i. >!.7">yTi:&§^, 
-cv ^ i> 6 tcia»<:o:trffi. 

[ft ^R^s 8 ] im<:om 2 u^umBMrn^i^^-th x^ 

yTb. 

^<r)^2]y^)vm?mimW\-Y'^ ■ x-v-'xy- 
l>ffai^2K;HiE0J#SrMia^N-K'>xr • x-i/xy 

hioMia^f »^ttiaiss«tcia'iit-.i.¥Si: j^tc-ir 
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[0001] 
[0002] 

t-^x ammxmf^^j: h^hifit£\ ^m^^imiz 

rvdr-i- a yiz^i-^xvsmtL. m^-it^fifzmmx 

mr'n^xii-mz^ m^xmrn^tixa^ . ttz. m 

[00 0 3] mmcr>mmth ^(7^mm.timi\,z^'tnw^ 
^-'^m'^m&^zi.-yxm^Mxh ^ t ^i'tjftH"* 

y ^- ) ^ jES=5riI«« 2 J: iE^^S«* 3 iOS:Sr3{)^ffiffl 

hx. mm^2b^m^3(nmx'im.^fi^>i -/"^-'j 

4 (-r=3r*)*.. ffifg) <r)Vmitiii.t/mmt:n->X\^ 
[0004] m^-Hf-^fffi!cffi«i«ff e#:WBT-mM 

mz , -s-sfi^tSiE s ^r^sft# h <^m[%^zmt£ h ws^ 
xmm^^mK ^-^mb\iv^t^j:v^^zLxi,mm.b^j: 

^.fzhUi. 1 0 0 0c7)iE^^xyT-^ T--< (7ti;x. 
::^|J64 99, 500 (1000X9 9/2) fflCO^— 

23&-^>iE^^sfi^3^isii^i.5i^-c\ mm-^j:-ijmifi 
mxmmthco^immxhh « 

[0005] fficOBf-f-fbh ^■S0M5!:&ffi«2OC^SlJ^c0 
IH^-J ) 1 0{iiES^illfi#l 3*^^,(7)^ 'y-fe-i/l 



( r^iffldf_j ) 1 lli:iEi^^Sfi*14tcj;S^-y-b 
-i-'l 2^08IIBc<sgfflS^I>, ii^:^S«-jKCc r^^jf^ 

.r t Xh h . ±IBcOfi|tov >TfjJBJ!^M(t h , 
Hf-f-fbfffiicffitCi^-^^r^^- • '^TcnWit 1 0 0 0 , -r^r 

X. iE^^xy-r-f-f-f -^^^ 

[00 06] ?^m^<7)lSliE {^tj:h%. Mm-<r>^m 

^fmm^z^km^-(^y%(m^^^xhh^ t i:m&t 

j; -5 (c . jlft;^ -y -fe- 1 2 F^tCT^' ^ S^'^^I/IEbj* i 5 

1 5«d:fflSWtet7^c«IIBl 6 (?^cti.{f, iE^T. igcW 

cOi!^ffl^-l OSrffifflt.t'StV'id^iESrM^^Tt. 4^0 
mX'%^j:\^:;^ 'v^~-Jti^ijtzh^iihti\^b^j:h . ^<7) 
J: 3 ^rfflSfteUM 1 6 {iM^f ^ k-^xm^j: 
-sTV^S. /Si:;t{f. |S|-«JDife«t:WmStL-rv^S2A 

±Lfz±mcr)mmmit. l^-l^a^^.. ^tim^^^a 

{f , .1 J; -5 ^rife^x yf - f - ^ OiiEBflSrfl ^ M^MW 

HJ«M1 6tcj;^*ffi(i^gB^-l O^x^T^^T"^ 
{fzbU^^ ^mm) t<z rt&i^j ^:bh<r)X'hh . 
[00 07 ].; rm^f^^z^ r J mmt-mt^^c^iK 

Paitcmf ^fitzb^ m±-t o^-^^-tf^x %x\-^ 
-f)V- ::iy\^:i.-'^mzwmm:^^^')n-^wm:i^ 

\^h%i<nxtih. fzbUf.^ lK'3:^)>£?)^tt{i7>yTb 
-S.^ffi^f^^£ti««*ffifflLf^7 'yr h ^yr^SHSLT 

[0008] we^-fe^A ^ ^atcMa L/i±^r^ 
t.t-^t^zbt)'-h^zbxhh . . weu^c- 
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[ 0 0 0 9 ] 1 1 T , ^< c^)mm9mity ^com 

[0010] iRf^cO^N-F'^iT^Ii^cOi^XxAtCffl 

(7)3>'T'>'*y}Sa>':^T-i»<7)4't<i. ( i ) ^rrA-ecT) 
( i i ) r3:yyN°^' h ■ y-'-iX:^ ( rcD j ) tcioTlS 

iitzf- -^co^Kcoyr^ )\^^Ui^X i ^-g. c D 
UMzT^^7-.-z-^ nMcoyr-iJl-^mA-thiz 
^(7)yr^J)^^z1cimLtl rtiiS^-j ^MAL^rtt 

^t^N- Y'^x.rifimm\<^mm<m^'&L^^j:<irh tub 
iz. mmcr>mmmmiz^t^^^j:'smtii:vmi^'jm 

[00 11] 

[0012] ^mm^<n^mt. imcr,<km/%m^ 
- ■ ^T^^mx'^mx'^h^w^fux^m^^h 

[0013] *56Bjc7)§ ^,tffiioaW{i, S^«^i7)^r 

[0014] 3(s:|gBj§i7)$ t fcfio a y ^S-X 
m}tt^fz^><zmmm^\>^x-(D'ji:m/%km^~ ■ ^tcd 



^mm-t^^txh^. 

[0015] :^m^Mcom(^BW}ii. -f^uximm cm 

[0016] :^mmmcn>m'^i±. j;i/"eefs 

mm^tp E ) ^zixh-^xmrn^tLtzm^^m^x^ 
m.i:^m-t^^tx'h^. 

[0017] ^?tm<^m<^Bmii. -r-^mmmum 

[00 18] 

^- ■ ^T. ^xt:>mz^~ ■ ^T<7)mimims.'t^'j'^ 

^im.-t^ tz>h(^yA * ^: . — ff#-r- ^ ^iElf-r •!> fz>sb 

■^jL.r ■ :i^~VjL.y\-xhh.. -^N— F'y'xr ■ x— i/x 
tifz) com^mcofzibcT)^ y^y x.~x^-^A.x\-^^. 

[0019] ^mmsm. mmioxmmii^^mi,z 

[0020] 

^x•^■^x t . $)^\-^itmif(r)iitmmiMf<bi-zhc'y^^A. 
x\-^xijj:^\ arcoimizii\-^x . *^Bfl&^^tJi 

mfmm^ t-to s s 1 ^j:mmmim § ti-c v ^ i, . u 
[ 0 0 2 1 ] 114 ^#Hg-r s i: , ^mm^mm-r?> ^ y 

fj.-rS' • >'X'rM.2 Ot^^-^tLXX-^^. rjytj.-^' 
■ i^XxA 2 0 {i:^-^ < i: 4> 1 -oco^^X h ■ T n-fe -yif 
2 2 t^N- h-'^xT ■ x->>-x >- h 2 3 Sr-^tfimWN' 

^iyX'fJ^ ■ ^<X2 1 ^^^■t■•V>S, Intel Oli 
ffig ) T-^f-:;' -^--v t^rn-tr ifT'A -g. <! L 
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[0022] 04 /btCTK-Ti 3 tC. i^XT^A ■ /^X 

2 1 {i^^ y ■ 2 5fc j;t/'Aai:^J ( I / 
O) -t^-7->'X-rA2 6^T^'-feXT-f:-S> j:at3-ri>„ 
t ij ■ -tf 7'>'X7^A 2 5ii> ,XT-A ■ ^iX2 1 

^ 'J • 3 > 5 2 7 ^-^^■r■■i3 0 . 5 
v^' • ^y^'A • r^-feX • J^t^ U ( r DRAM J ) . 
MBXO^ffl-X^y ( TROMj ) . b'x:t- 7>-rA- 

r^^-fex-^^y ( rvRAMj ) ^j:t'co{}f^<ti^i 
~x^hfzt^~t. y^a28<i4^xb -ra-fev-f 

[0 0 2 3] I/Oif7"i^X7^A2 6{i, v-Xt^A • 
X 2 1 iii.X^mk<r> I /O^s-x 3 0 \>zm^^fifz I /O 
rj^hc?— ^2 9?r-^/vT-V^I>o I /O r? ^-ha— 5 2 
9{±I /OVN'X3 Oh^XT^A ■ ySX2 1 OPelW-f 

X-r-ifeD. i^Xf-A • V<X2 1 /OA'X 

3 0 ±c7)gs* 'W fg * ^m-f I. to ^ pjfg t -ri) afiSE^ 

(-r^ri?*.. y-h'^x-f) Srt3t^>-r» l/oys-x3 
0(i, BM^*^-rs/cii6so*^Ka3 1 

©ffi^i^. m^n^^^mfjiK) . 4^xh ■ ro-fe.yHf 2 

S3 3 (!ti:^{f. -^-^X, N5-y^';if-;t^^i:-) . ffi 
|gi> j: y^^^^ Eli^l. ^a6tfO:;*c§iiai^a 3 4 ( 3t 
hUi. mma—y\ f^~Y ■ rVX^'^S. 7n«yf 

- ■ f-' ^xi^^a^f) , 3yh°i-^ ■ >'Xt-A2 0 

3 5 (:7T>/^x^B, ^-r'A, x^-v-^^ri;') , feJ; 

83 6 (7^^i:^{f. TO'v^'. Tyy:^'^:^') 
■ >'X-rA2 OtOii'-=^< i t, l-:>^0MaiSai:<7)PBl-C-'lf 

ig^aft-r-g>, ia4tc7i^L/t:3yt°i-^' ■ i^xT-A:d>' 

[ 0 0 2 4 ] H 5 tcS^-r J: 0 ^^J^BJiOWtJgffi,^ #BS 
■ri.^:, ^^-^''^xT ■ a:->>xy h 2 3{±7^Xh • r 
n-fe>y-r2 2i:c7)afS^S:^-rs/::46t:>-Xf'A • 
^N'X2 Uz^^ixX\-^h. VN-h-'^xT ■ x-v^xy 

h 2 3 \iiim^'ff X ■ n^yy-^yn\z. mt.\^<\t 

M^fc, JfA^^ifc^'-Y 4 0 {fzhUt^ T-^^aay 
b n - ^ ) toff:?® Wll]iE#*^ <^ ^ -> T *5 D . r 
^40 ^JRfSis J;i/^W^:S^**^>«atTV^§ , r 



-<4 0{i:;^^ry -:3.-.yb4 3, ^n'X ■ -O-^J^^x— X 
4 4 J; mam^^ 4 5 t-fe^ $ tlfzm^J^- •yh4 
2fj^ htc-oX^-^^ . r<.x ■ A y-^yx.—XAAW^—Y 
-^^.T ■ :i:.~=Jx.yh2 3t^hm.cn^m.{fzbUf. 4^ 
xh • ru^'v^2 2) ^comit^^mt-fh. 5511-3- 
- -y h 4 2 \t f^ 4 0 l*l<7)S:^f«HigiiF*lT-itS:^^T'5 

i^-y h4 2(i. fim^~im.n-r^tziibiznyc:L~ 
^ ■ i^xy'A^m.^-t^—m^^^if£xhi'y^f]^x 
co^mzXhfim^-cor^-tximA-thtiisb. y-i 
4omzmw^fix^^i>. 

[ 0 0 2 5 ] ;<^y ■ :2.- .y b4 3it^J:myM.m^~ ■ 

it L>^^ h # izfHmi:UPf-ti>cox . ^ ^ y 4 6 

j^^ffifflSfL-^^ y<^'J ■ iJ^v b4 3{i:Ma:i-^.y h4 
2 i3 J; vii^ij-r^ r/P:^'y XA*^ i^^^O^ ^ScOlSSSrie 
'li-ri>:'::J6tC7>^'A ■ r;^-feX • y ( tra 
Mj ) 4 7S^§^:.^^■^^T■•V^S, 
[00 26] y\-\^^x.T ■ x-i^xy h 2 3{4-fe^j. 

y^- -f ^m^^fzi^i^xT-A ■ ysx2 1 toMiSgat L 

SrPCr^-y h7=j--A • K;P-C\ ;ti:;t{J. ^n-K 
■ 7-Vx^'tMLTAffi:bS*i.l.WfB^itt6<JtcjBSgt3 
^X/Xtfzim^'it-t^fzi^co'f ^ x^ ■ 
i;^{4PCMC I A)f} — }^^t'cO\^<':>:i}^cr)mcr)mMX' 

X r ■ x->?x y h 2 3 ^lilTmBH-r-l. i -5 =&-7i^x 

h • TD-fe'yif 2 2Sr-^tfV;l^^^>yT • ^i^'i— /L-O 

T ■ x-i/i>-h2 3 ^PCT5 'y h^^-AtcraiiL 
TiJBI-r'S.:?)^ iOJ: 3^c^^— F'^xT ■ x->?xi^h 
2 3 ^ :7 r -y X^g , yjy^^j: }i<7)iiM<7)Xliifi 
( ri /oj ) Hasa^-C-. ^I.V^iinyb-i-iS'i: 

I xomm.^mcors<^yMmmm±xmm-t^ .1 1 
[0027] me^mm-th t . ^^bh^is^-ts^^c* 

cOS^£7)s£fLH*i'^$fLTV^S, ^-r. X-f>yT10 0 
(CiDl,->-C. ^^-^''>xT • X— yxyh<50:5^-<*itS*<?5 

r-^Sr^^f+^N'-y^r-j^W^JJALT, ^n-F'^xT ■ 
x->''xyhB#:SrJ^^-r'S (XT-yri0 5) „ ^n- 
H'^xT • X— i;^"i>'h^, ^N— K^xT • X— i/iy 

h t iiEBB ^ X ^ m±-t s ehh ^x ^ 

MzAtL^ (Xt-zTI 10). fiE0Hi^XT-Att*2ts6U 
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•g., liEB^i^-XT-AJiVN— H'7j:r • j:.—i>'x.y 

Pal, gLi4%#i#s(i^aia^i^i.^ra/*iffl^- ■ ^t^j\ 

1 5 ) « 

[0028] ^j^m/fm^~ ■ ^T(^yjkm^-iimmi^ 

X'rMzMLXliitl^tl {X-T-yy°l 2 0). imizm 

^ n./^vT^irS^-cOlB'fi^a i: J:b«?$ tL-S. ( Xf >y n 2 
5) <, ^M^-*il2J[n[tc^§ixf^&M^-i:|Hl— c*) 

n 3 0 ) . H'^^xT ■ X— S/xy htcf|!i£7)::<?Dj: 

0 tc'j^mxfm^- ■ ^Ti^-t^ ct 0 i,zb ii*n 

T-'yTl 2 OtOrn-teX?:«g!t"'S.o >! COrc^•feX{i:g- 
iz '{-j^)vm^\ -th {-m'^ti:m\-^-n^-tfL\i^ 

{±^^-^■'^xT • x-i;^x>'h(cA^3Sn. (Xx-yTl 
50) . v-N-H-^xT ■ x-$/xyh(i?*#c7)^m/-^J, 

WtTn:7'9A-rs (:;?.T-'yTl 5 5) , i<?)^jSr. 

mwiimmmizm'^(7yi,<Db^j:^ . -?-o*i4tt^i/s^> 

[0029] EI7 $r#5S-f-S t , ^N- K ^ X r ■ X— 
X y b «7)a|3i^|iE<?)?^^Xll)&iS§ ixT ^ o 'y 7° 2 
0 0t3*3V^T. ^N— K'^xT ■ X-i^x>h;&iffl;=»^aS 
^lJti^Xf--i» { n\—}iyy.x.r ■ X— i/x>-h • i^XT^ 

xT ■ x-i^'xyhtiiff-r-i.y^h'^xr^iifT-r-i. 
mcommMmm^mm'^x^MzMLxiii:^^^ (x^ 

>yr 2 0 5 ) „ ig^#cO<^^M^->&i^ffiSixTfc K) . 

iEHJ»^WifgtT. >'^-^''>xT ■ x-i/x^ 

^-^Kf#-rS (X7^-yr2 1 0) . 
[00 30] ^<7)fA, X-f >yr2 1 StioV^T, mmi^ 

j^-^yx) Sr^^L. ^nSr^N-K'^xT • X- 



v-'x^-h ■ i^Xr-^tcfEiH-r-l. (XT--yr2 20) , X 
X'yr2 2 5tCi3l^T, ^^-^'•>xr ■ X-i^^x^bJi 

x-fA^ei*-r^ (x7^-yr2 3 0 ) „ j^:v^-c\ iSPSi^ 
X7'A{i/>-K'^xT ■ x->>xyh*^ibiEj*$ix;tg 

5) <. XT^.yr2 4 OiC^3l->T. jIlSv'XT^i.Ji^cT)!!? 

mmmmLfzjtmbtmL. m-x-hiti^. ^^x^a 

i:SPii/XxAi7)^i7)jlfi{4^T^ i9 . mn^ti^ 
(Xx-yT24 5) , ^tl.tJl?hO«-^. ail{ifl'*>W^> 
tl^ (Xf--yr2 5 0 ) « icoWf^ST'. jSPii^XxAlc 

it. m^cr,mm.^i}-^Lfzm^(Dmm (stftoiiftt 

PBi^X7'A(±yN-K'^xT ■ x-i'-xy hlC^Hi^Xx 
Atcfti^oT^-^'^y h • ^-XxAp^T-tlf^g^Ollt^^^ 

ft'f--g> J; d m^-t^ :ib:^^x-^ h ■zti^^(r)mmcr>m^ 
[00 3 1 ] ff!i<7)'itfgfmsat t ttcnyT^y^y^M 

Mt^mmt-tzZblzb ^n-K'^xT ■ x-^x 

y h tiHmxn^\^^:i b (omamx-mm^-^ x. h v:>ffi'& 
mbtiih^wmft^i. . jiimvN-K'^xT ■ x->^x 
y^^■lrt^^^*:T^^'^x^. tzbumm^. m 
tf . m^mi^^b'i^mmx'^ im^m^^yr- ^^^^zm 
t^bizi-yxmmx^^. ±MLfz<7)bmtmmx\ 

( r|S2K;l'SEBJ»j ) Kn^xT ■ x-v-'xy 

hizAtt^tL^o -ecoa. ^N-H'^xT ■ x->?xyb 

*Sai:LT, ^n-I'^^xT ■ x-i/xy h 

{4SstEB§«t5 it/'ig 2 iyK;i'mmmcom-fi^zj:':>xm 

m^ti. ^N-K-^xT ■ x-s/xyhiOSiitt^O^ffiiiES 
ft. yN-H-^xT ■ x->>-xyb£^:T^iE5:»3t//|iSit$ 
ti, Sl=#xy-r -f-r -f K^xT ■ X— S^xyb 

c^mmmmiz i -i, . ^f t^ti-s b imhtt^^^-^i^miimt)^ 

[ 0 0 3 2 ] as ^mm-t^ b . Ig2 P-^HiEHJ#^fle 
mLtzMU^isW^—Y'^ X.T ■ X— i/'xy hcoSPilt 

mcr>mivmt^^^n-x\^^. -yy 3 ooizaux. 

il'fiUy^'j&^^N-K'^xT ■ x-i^'xyh ■ i^XxAi; 
3Pii^XxAc7)^t2:5S3t$ii-g.. .'N-H'^^xT • x-i; 
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[01 ] m^<nnw^^~v^i\LiiXv:mm.Tu^x^m 



mm-thy'u^v^mxh^. 
[[13] fte§ fLfc^Mtc xh^^ 'j^jvumyx^^x 

[ El 4 ] -^m^mmmmm ^ m.^ikA.fz ay\i'a.—^- 
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[117] ^^-K'>a:r •x-J^'iyhi?)'f^mBJ-ri, 

[US] il2^'<7^^oiEBJ^fiOTt3t^^-^''>xr ■ X 
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